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CREATE DATABASE IF NOT EXISTS qgasys DEFAULT CHARSET utf8mb4
COLLATE utf8mb4_unicode_ci;

z:reate table qgasys.users
id bigint unsigned auto_increment primary key,
username varchar(255) not null comment 'FBF #’,
password varchar(255) not null comment *Z33’,
email  varchar(255) not null comment *HB58’,
created_at datetime  null,
updated_at datetime  null,
deleted_at datetime  null,
constraint email unique (email),
constraint username unique (username)



E:reate table gasys.questions
id bigint unsigned auto_increment primary key,
user_id int not null,
title varchar(255) not null comment *fRg#’,
content text not null comment ’[B]RRiF{E’,
created_at datetime  null,
updated_at datetime  null,
deleted_at datetime  null

);

create index questions_user_id_index on gasys.questions (user_id);

E:reate table gasys.answers
id bigint unsigned auto_increment primary key,
question_id int not null comment ’ja)&id’,
user_id int not null comment 'AFid’,
content text not null comment '&x’,
created_at datetime null,
updated_at datetime null,
deleted_at datetime null

);

create index answers_question_id_index on gasys.answers (question_id);
create index answers_user_id_index on qasys.answers (user_id);
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1. RRENMHMEELZLERT Go fl —mysqlfRss, HIELEMNERSA
mysql,

2. BE—HIFZsponge(EERL T gin+gorm), ZiFfEwindows, mac,
linuxXiFIR T, REEE [ZEspongeiiiBA](http://cxyroad.com/
”https://github.com/zhufuyi/sponge/blob/main/assets/install-cn.md”),
3. ERTHEFTARIR, Bsaisponge UISEHEIRS:

sponge run



7EX532881419) “http://localhost:24631°, # Asponge4 FifSHBAYVISRHE.

#i# Bl FHXARS

#A\spongefJUISRHE:

1. :\\I:.EELWE*J [SQL] ——> [BIEwebfRS] ;

(2 %’E )SGEF' mysql’, EE #IEFEdsn’, AR “ﬁ..t?sz'iﬂ KRR, “ERRA
Al Zi%

3. i HEHMZE, BIinERS 2 UER AEESERA;

BERZHE, RERE THAE ElwebiRSZTEHBENE, W TEAR:
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mark:3024:0:0:0:q75.awebp#?w=2560&h=1773&s=101212&e=png&b=f8f
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BRERBXE, TH%E, P%ElweblRSABER, MTwH<:

#t & RpiswaggerX 4y

make docs

# wIFMEITIRS
make run

EN ST 22T FF
[http://localhost:8080/swagger/index.html](http://cxyroad.com/
"http://localhost:8080/swagger/index.html”), BJLUATEDTE _E#1TIEMENE
apiilllift, @ TERRR:

Ilweb-http—swagger.pngl(https://p9-juejin.byteimg.com/tos—cn-i-
k3u1fbpfcp/e11038c9546d4ddab90e9fc55aa27d88~tplv—-k3u1fbpfcp—ijj—
mark:3024:0:0:0:975.awebp#?w=1920&h=3678&s=269521&e=png&b=faf
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HANB S internal/types’, $TH X {4 users_types.go’, HRIIGEMFEZANE
KR B GRS :

// RegisterRequest login request params

type RegisterRequest struct {

Email string ‘json:”email” binding:”email”” // B4
Username string ‘json:”username” binding:”min=2"" // FF#&
Password string “json:”password” binding:”min=6"" // Z13

}

// RegisterRespond data

type RegisterRespond struct {

Code int  “json:”code”" // return code

Msg string ‘json:”msg”" // return information description
Data struct {

ID uint64 “json:”id”"

} “json:”data”" // return data

// LoginRequest login request params

type LoginRequest struct {

Username string ‘json:”username” binding:’min=2"" // HF &
Password string “json:”password” binding:”min=6"" // 13

}

// LoginRespond data

type LoginRespond struct {

Code int  “json:”’code”" // return code

Msg string ‘json:”msg”" // return information description
Data struct {

ID uint64 “json:”id”"

Token string “json:”token”"

} “json:”data”" // return data

**2. EX tHIRHG**

#HANB S internal/ecode’, ¥TH X% users_http.go’, RIMFAITITREE, EX
S REIRD:



var (

usersNO =49

usersName = "users”

usersBaseCode = errcode.HCode(usersNO)

/] ..

E)rrRegisterUsers = errcode.NewError(usersBaseCode+10, "t 5<i
ErrLoginUsers = errcode.NewError(usersBaseCode+11, "& #&%KK”)

// for each error code added, add +1 to the previous error code

)

**3, & Y handlerpfZi**

#H A BF internal/handler’, 3T {4 users.go’, RIGEMMEFRAE, H
1S swaggeritfi#:

// Register jEif

// @Summary ;i

// @Description register

// @Tags auth

// @accept json

// @Produce json

// @Param data body types.RegisterRequest true ”login information”
// @Success 200 {object} types.RegisterRespond{}

// @Router /api/v1/auth/register [post]

func (h *usersHandler) Register(c *gin.Context) {

}

// Login &%

// @Summary &%
// @Description login
// @Tags auth

// @accept json

// @Produce json



// @Param data body types.LoginRequest true ”login information”
// @Success 200 {object} types.LoginRespond{}

// @Router /api/v1/teacher/login [post]

func (h *usersHandler) Login(c *gin.Context) {

}

REERegisterfllLogin /T &R MNEIUsersHandleri& [ :

’?}pe UsersHandler interface {
Reéister(c *gin.Context)
Login(c *gin.Context)

}

*x4, SERHREET**

>

#HANB internal/routers’, $JHX{4 users.go’, iERegisterfllLogini&H*
i pli o

func noAuthUsersRouter(group *gin.RouterGroup) {
h := handler.NewUsersHandler()
group.POST(”/auth/register”, h.Register)
}group.POST(”/auth/Iogin”, h.Login)

SRIEE noAuthUsersRouter B EGHRINZ routers.go MR HRENT, WT
FR:

func registerRouters(r *gin.Engine, groupPath string, routerFns



[Ifunc(*gin.RouterGroup), handlers ...gin.HandlerFunc) {
rg := r.Group(groupPath, handlers...)

noAuthUsersRouter(rg)

for _, fn := range routerFns {
fn(rg)
}

}

**5. 4 5\ 5B R AT >~

g&%%internal/handler‘, FIAX {4 users.go’, wEFMINEZWSZZ
EARIEE

func (h *usersHandler) Register(c *gin.Context) {

req := &types.RegisterRequest{}

err := ¢.ShouldBindJSON(req)

if err != nil {

logger.Warn(”ShouldBindJSON error: ”, logger.Err(err),
middleware.GCtxRequestIDField(c))

response.Error(c, ecode.lnvalidParams)

return

}

ctx := middleware.WrapCtx(c)

password, ?rr := gocrypto.HashAndSaltPassword(req.Password)

if err !=nil

logger.Error(”gocrypto.HashAndSaltPassword error”, logger.Err(err),
middleware.CtxRequestIDField(ctx))

response.Output(c, ecode.InternalServerError. TOHTTPCode())

return

}

users := &model.Users{
Username: reqg.Username,
Password: password,
Email: req.Email,

}



err = h.iDao.Create(ctx, users)

if err != nil {

logger.Error(”Create error”, logger.Err(err), logger.Any(”form”, req),
middleware.GCtxRequestIDField(c))

response.Output(c, ecode.InternalServerError. TOHTTPCode())
return

}

response.Success(c, gin.H{”id”: users.ID})

func (h *usersHandler) Login(c *gin.Context) {

req := &types.LoginRequest{}

err := c.ShouldBindJSON(req)

if err 1= nil {

logger.Warn(”ShouldBindJSON error: ”, logger.Err(err),
middleware.GCtxRequestIDField(c))

response.Error(c, ecode.lnvalidParams)

return

}

ctx := middleware.WrapCtx(c)

condition := &query.Conditions{
Columns: [lquery.Column{

Name: ”username”,

EXp: ”=”’

;/alue: reqg.Username,

12

}

user, err := h.iDao.GetByCondition(ctx, condition)

if err != nil {

if errors.Is(err, model.ErrRecordNotFound) {

logger.Warn(”Login not found”, logger.Err(err), logger.Any(”form”, req),
middleware.GCtxRequestIDField(c))

response.Error(c, ecode.ErrLoginUsers)

} else {

logger.Error(”Login error”, logger.Err(err), logger.Any(”form”, req),
middleware.GCtxRequestIDField(c))

response.Output(c, ecode.InternalServerError. TOHTTPCode())

}

return

}

// BEIEZRES

if lgocrypto.VerifyPassword(req.Password, user.Password) {
logger.Warn(”password error”, middleware.CtxRequestIDField(ctx))
response.Error(c, ecode.ErrLoginUsers)



}
// £ Rtoken

token, err := jwt.GenerateToken(utils.Uint64ToStr(user.ID),
user.Username)

if err != nil {

logger.Error(”’jwt.GenerateToken error”, logger.Err(err),
middleware.CtxRequestIDField(ctx))

response.Output(c, ecode.InternalServerError. TOHTTPCode())

}
// TODO: 1ZfiftokenZIEF

response.Success(c, gin.H{
?id”:  user.ID,

”token”: token,

1)

}

**6, FFigapisEi**

B 7 EMANEFapi, EftapiZERMjwtEN, spongeERRIFAEapiZiilAE
RABMAWEERR), RFFRENE, #ABR internal/routers’, 7AIFTH
‘questions.go’, answers. go‘,‘users.go‘ﬁﬁg_, MERIANTRRBERE /) KT
, ﬁm?ﬁﬁﬁﬁﬂ%ﬂﬁﬂﬁ%jwtﬁﬂ, WMTARR:

group.Use(middleware.Auth())

ARETE aﬁgéﬂﬁ’]aplE’szaggerlaEﬁ¢EF,,J“B[I'FEWEHH XtEfEswaggerDlHE
jgaplﬂ'_f BXKLEH Etoken, Flrﬁz:MlﬁXaxﬁﬂtokenﬁ#ﬂﬁifttokenzasé
X

// @Security BearerAuth



**7. Widapi**
mETWSZENABGE, ERImRITHS:

#t 4 pswaggerX 4y

make docs

# wmiFIE1TIRS
make run

72X 53 22 Rl
[http://localhost:8080/swagger/index.html](http://cxyroad.com/

”http://localhost:8080/swagger/index.html”), TETUE LA AEZIEMAE
Fapi, ENENEEMAEFapi, FkEFtoken /5, I Bearer token'{HE
ZAuthorize&k, 5ﬂﬂiﬁ§1ﬂapi%§ﬂbxm’.‘%*iﬁ%o

**8. -\EB%**

FRIANZIFEREZIARSS 28 . docker, k8s=FA:

AX—: BERSEIEFEIinuxiRSS

#MRFBEENRS, BXRTUHS
make deploy-binary USER=root PWD=123456 IP=192.168.1.10

B Z: giEZF|docker

# R



make image-build REPO_HOST=myRepo.com TAG=1.0

# HIXERG, XBESEHREPO_HOSTHITAG, S5HEBFEZNSE
REPO_HOSTHITAG—#%,
make image-push REPO_HOST=myRepo.com TAG=1.0

# %l deployments/docker—-compose B FTHIXHZIBRIRSZ S, BXiE
Gt ;SR EhARSS

docker-compose up —-d

AUN=: &“REEkS8s

# EREG
make image-build REPO_HOST=myRepo.com TAG=1.0

# HIXERG, XBESEHREPO_HOSTHITAG, S5HEBBEEZNSE
REPO_HOSTHITAG—#%,
make image-push REPO_HOST=myRepo.com TAG=1.0

# &1l deployments/kubernetes BRI EIBnARS 23, EcXiR{Githlt
&, RIRFHRITHIZS

kubectl apply —f ./*namespace.yml

kubectl apply —f ./
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